Montana State and Local Cybersecurity Grant Program (SLCGP)
Professional Development (PD) Training Service Information

Detailed Explanation of Available PD Training Services

Endpoint Detection & Response (EDR) This focus area funds endpoint detection and

response solutions for servers and workstations. The Montana Cybersecurity Planning Committee
has limited the SLCGP to the funding of SentinelOne services through a State of Montana (SITSD)
contract.

Sole Option - SentinelOne is a State o the only EDR option funded by the SLCGP. Apply for
a quantity of licenses based on the number of employee computer workstations and servers in your
organization.
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lllustration - EDR services that a SentinelOne license provides with this option:

Singularity Complete for Workstations and Servers

Endpoint Detection & Response (EDR)

» Automatically collect and retain endpoint activity data (benign & malicious).
¢ 90-Day Retention for all EDR telemetry data.
¢ All threat data (detections) for 365 days.

Vigilance Respond Pro

Managed Detection & Response (MDR)

¢ All threat detections will be fully managed 24/7/365

¢ Every threat detected in your environment will be investigated (usually within minutes) by the SentinelOne
Vigilance team.

* As necessary, the Vigilance team will perform remediation actions for you and escalate critical detections
directly to your designated escalation contacts.

¢ The Vigilance team will help fine tune your environment via recommendations found during their threat
investigation notes.

¢ This offer also includes Digital Forensics and Incident Response (DFIR) hours.

Singularity Vulnerability Management & Network Discovery

Vulnerability Assessment

¢ |[dentifies OS and Application vulnerabilities.

* Provides remediation insights specific to each vulnerability found in your environment.
e Attack Surface Management

* Provides a clear picture of the devices communicating on your networks.

e Simple and straightforward way to fill gaps in your SentinelOne deployment.

e Enterprise Pro Support

* Enterprise grade support 24/7/365.

If you would like to apply for SentinelOne Endpoint Detection & Response service
through the SLCGP, please contact:

Joe Hodgson

SLCGP Coordinator, Assistant Professor & Research Faculty
University of Montana

Center for Cybersecurity Workforce and Rural Policy
Missoula College | 1205 E. Broadway | Missoula, MT 59802
Mobile +1 406.243.7858 | email joseph.hodgson@mso.umt.edu
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